
 

Iwi data Sharing guidance 

Purpose 
Iwi entities and organisations are receiving requests from the Crown and other public and 

private entities to share1 individual-level iwi data collected and held by iwi. 

Individual-level data refers to both identifiable and de-identified unit record data (for 

example, demographic information from iwi registers, such as name, date of birth, address, or 

gender). 

The Crown is prioritising data-driven approaches, including social investment, that are often 

supported by data sharing and large integrated datasets such as the Integrated Data 

Infrastructure (IDI). However, longstanding issues with quality and comprehensiveness of iwi 

and Māori data in official Crown datasets remain, meaning these types of data sharing 

requests to iwi are likely to increase. 

 

Te Kāhui Raraunga position statement (preliminary)  
Te Kāhui Raraunga has a role in advancing Māori data governance across the Aotearoa New 

Zealand Government’s data system, and advocates for the protection and ethical use of 

Māori data for the betterment of iwi, hapū, and whānau Māori.2  

As such, Te Kāhui Raraunga has formed a preliminary position3 on the sharing of individual-

level iwi data as a starting point for iwi and the Crown when they receive and issue these 

types of data requests. 

 

 
1 Data sharing can mean both temporary transfer as well as permanent transfer of data. 
2 For more information on Te Kāhui Raraunga see: https://www.kahuiraraunga.io/ 
3 Te Kāhui Raraunga will confirm this position as further information-gathering and analysis is complete. 

https://www.kahuiraraunga.io/


   
 

Te Kāhui Raraunga position statement for sharing individual-level iwi data 

(preliminary) 

Te Kahui Raraunga takes the position that individual-level iwi data is not shared4 with the 

Crown and/or other organisations and entities. 

The rationale for this position is that, in general, sharing individual-level iwi data does not align 

with the values underpinning the Māori Data Governance Model5:  

Put iwi-Māori data in iwi-Māori hands – iwi will lose control of their data and the ability to 

exercise authority over iwi data will be compromised. 

Nurture data as a taonga – iwi are the rightful custodians of our taonga. 

Be accountable – the Crown have not shown themselves to be accountable for their actions 

in the past, including in relation to iwi data. 

Decolonise data ecosystems – transferring data to the Crown maintains or strengthens current 

data systems, rather than redirecting resources and investment to iwi data systems. 

Use data for good – the Crown has a history of using iwi-Māori data in ways that cause harm. 

 

However, we recognise that iwi, hapū and Māori organisations may want to explore data 

sharing requests or arrangements with the Crown or other organisations (such as corporations) 

or with other Māori collectives. We acknowledge there may be some specific cases where 

data sharing aligns with iwi aspirations and tikanga, with Māori Data Sovereignty and Māori 

Data Governance, and will be of clear benefit to iwi. 

 

 

 

 
4 Our position does not relate to individual-level iwi data that has been transferred to third parties for storage or back-up as the purpose of that 
transfer is not for further data use.  Our position relates to the sharing of iwi data with the Crown and others for the purposes of their explicit use. 
5The Māori Data Governance Model was released in 2023 by Te Kāhui Raraunga and provides guidance for the system-wide governance of Māori 
data consistent with the Government’s responsibilities under te Tiriti o Waitangi. 

https://www.kahuiraraunga.io/maoridatagovernance


   
 

Data sharing guidance 
We have prepared the following guidance to assist with the decision-making process around 

sharing individual level iwi data, specifically when considering requests from the Crown and its 

agencies/agents.   

1. Initial scoping and screening 

The following critical considerations will help determine whether to proceed to more detailed 

discussions, however, we would recommend that if these initial issues are not satisfactorily 

resolved, it would be extremely high risk to consider data sharing any further. 

• Are the benefits of the data sharing for iwi meaningful (proposed benefits align with iwi 

aspirations), achievable (proposed benefits for iwi have a high likelihood of being 

achieved), and timely (proposed benefits will be achieved in an acceptable 

timeframe)? 

 

• Does the iwi have permission to share individual-level data with third parties (i.e. does 

the iwi have appropriate consents to use iwi member’s data in this way)? 

 

• Are there any sensitivities and/or special considerations in relation to the specific data 

requested that increases the risk of data harm if it is shared (e.g. whakapapa data, 

personally-identifiable data, data about sites of special significance)? 

 

2. Key questions and considerations 

Here are some questions and considerations as you engage further with the Crown on the 

sharing of individual-level iwi data. 

• Are there alternative options to the sharing of an iwi unit record file (URF)? 

o Can the Crown URF be shared with iwi to do the linking instead? 

o Is there a trusted third party who can do the linking? 

 

 



   
 

o Does the unit record data need to be identifiable or can it be anonymised or de-

identified before transfer? 

• Does the Crown have the social and cultural licenses to use the data in this way (i.e. is 

there free, prior and informed consent (FPIC) from individuals included in the Crown 

URF)? 

• Is the Crown permitted access to the requested data under current legislation and 

regulations? 

• Can the Crown show that conditions of current data use are ethical and that there are 

sufficient protections against data misuse and harm (including conditions for future use 

– specified or unspecified)?  

• Can the Crown outline if data will be linked to, or integrated with, other datasets? If so, 

can the Crown specify which specific datasets? 

• Will any proposed current or future use by the Crown involve Artificial Intelligence (e.g. 

will the data be included in any machine learning or Artificial Intelligence training 

datasets)? 

• How can the agency support the iwi with the iwi data infrastructure (including 

capability) required to participate fully and realise the proposed benefits, including 

data benefits? 

• Can the Crown outline the steps that will be taken should data harm occur? E.g. what 

accountability mechanisms are in place? What restorative actions are provided for? 

 

3. Data sharing agreement 

If the iwi decides to share individual-level iwi data with the Crown it is important that an 

appropriate data sharing agreement (or contract clauses) is agreed to ensure the Crown is 

accountable for the protection and safe use of iwi data.  

The following inclusions can be considered, noting this is not an exhaustive list: 

• Agreement with the iwi that the Crown will embed Māori Data Governance across the 

datasets and all their agreed uses.6 

 
6 To assist with embedding Māori data governance best practice - agencies should be expected to use the Māori Data Governance Model (Kukutai 
et al, 2023). The Māori Data Audit Tool (see Appendix) is a tool that could also be used by agencies. 

https://www.kahuiraraunga.io/maoridatagovernance


   
 

• The Crown will create unique identifiers on the iwi URF, so that the identifiable data can 

be separated, removed and/or deleted as agreed with the iwi. 

• The linked URF will be shared back with the iwi if deemed desirable and/or appropriate 

by the iwi. 

• All analysis and insights produced from the linked URF will be shared with the iwi and iwi 

should approve any insights and analysis that are intended to be made publicly 

available. 

• Full disclosure of data storage specifications will be provided to iwi including but not 

limited to:  

o how the data is stored (e.g. in what form, mode of encryption) 

o where the data is stored – data residency (including with which organisation or 

corporation) 

o how long the data will be stored 

o how data will be transferred 

o who will have access along the entire data pipeline and 

o data disposal and/or data repatriation specifics. 

 

4. Appendix: Māori Data Governance Assessment Tool 

POU 1: DATA CAPACITIES AND WORKFORCE DEVELOPMENT 
Not met 

(1) 

Part met 

(2) 

Met  

(3) 

1.1: Supports anti-racist data practice 

Data practices do not: 

-blame Māori directly or 

indirectly for poorer outcomes 

-misrepresent aggregated data  

-interpret data outside of its 

social and/or cultural context. 

          

1.2: Supports Māori data and digital 

expertise and leadership 

Investment in/support of the 

development of Māori data 

expertise and leadership. 

          

SECTION NOTES/COMMENTS:  

  



   
 

POU 2: DATA INFRASTRUCTURE 
Not 

met 

Part 

met 
Met 

2.1: Data infrastructure/system works 

for Māori (Māori must be part of 

decision-making)  

Māori are involved in shared 

decision-making and decisions 

affecting Māori data. 

          

2.2: Data infrastructure/system is 

distributed or decentralised 

Supports decentralised or 

distributed data systems (i.e., no 

single source of control and 

decision-making is distributed). 

          

2.3: Data infrastructure/system is 

sustainable and future focused 

Data infrastructure is sustainable 

and future-proofed to meet 

evolving needs. 

          

SECTION NOTES/COMMENTS:  

  

POU 3: DATA COLLECTION 
Not 

met 

Part 

met 
Met 

3.1: The data that is collected meets 

Māori priorities 

The collection of Māori data 

meets Māori information 

priorities. Potential risks/harms of 

data being collected have 

been identified and addressed. 

          

3.2: No more data is collected than is 

necessary 

Only data that is needed is 

collected (data minimisation). 

There is a clear understanding of 

the data that has already been 

collected on the issue/topic. 

          

3.3: Data is collected with Free, Prior 

and Informed consent 

The right to free, prior and 

informed consent (FPIC) is 

upheld. Data collection 

practices uphold peoples’ 

dignity. 

          

SECTION NOTES/COMMENTS:  

  

  



   
 

  

  

  

POU 4: DATA PROTECTION 
Not 

met 

Part 

met 
Met 

4.1a: Personal privacy is protected 

Personal information has been 

collected, used, disclosed, 

transferred, stored and 

secured or otherwise handled 

according to regulations. Active 

consideration of the risks of re-

identification 

          

4.1b: Collective privacy is protected 
Collective privacy risks are 

identified and protected. 
          

4.2: Data is stored in Aotearoa 

Māori data is stored in Aotearoa. 

Agent/agency fully understands 

where Māori data is being 

processed. 

          

SECTION NOTES/COMMENTS:  

  

POU 5: DATA ACCESS, SHARING & REPATRIATION 
Not 

met 

Part 

met 
Met 

5.1a: Māori can readily access this 

data 

Māori can access their data in 

appropriate and useful formats. 
          

5.1b: If data are open access, Māori 

have agreed to it 

Where Māori data is made open 

access, it is with collective 

consent as per FAIR7 and CARE8.  

      

5.1c: Māori are able to derive benefit 

from this data 

There is potential for Māori to 

directly, or indirectly, benefit 

from this data. 

          

5.2: Sharing 
Māori data is linked, integrated 

and/or shared only with consent 
          

 
7 https://www.go-fair.org/fair-principles/ 
8 https://www.gida-global.org/care 



   
 

(in some instances, this must be 

collective consent) and with 

appropriate protocols in place. 

5.3: Repatriation 

Repatriation of Māori data to 

Māori adheres to tikanga and is 

supported with appropriate 

resource. 

          

SECTION NOTES/COMMENTS:  

  

POU 6: DATA USE & REUSE 
Not 

met 

Part 

met 
Met 

6.1: Consent 

FPIC is the standard for consent 

involving the use and reuse of 

Māori data (see 3.3); data can 

only be used for agreed use. 

Bundled data will not be shared 

in ways that individuals would 

not necessarily consent to 

separately, or if it is, consent will 

be gained first. 

          

6.2: Asks the right questions 

Questions used for data analysis 

meet Māori priorities and 

informational needs (e.g., 

support flourishing whānau and 

taiao; enhance devolution to 

iwi/hapū, reaffirm and 

strengthen identity and place; 

enhance mana motuhake). 

      

  

  

  

  

  

  

  

  

  

6.3: Algorithms 

Where data are used for 

algorithms, developers are 

accountable to Māori for how 

Māori data is used.  

          

SECTION NOTES/COMMENTS:  

  



   
 

POU 7: DATA QUALITY & SYSTEMS INTEGRITY 
Not 

met 

Part 

met 
Met 

7.1: Set standards 

Applied Māori-defined data 

standards to establish a 

common approach to the 

collection, management and 

use of Māori data across the 

public service. 

          

7.2: Monitoring 

Some form of monitoring is in 

place to ensure quality and 

relevance of Māori data. 

          

7.3: Accountability 

Have measures in place that are 

technically and culturally safe 

and are accountable for data 

harms. 

          

SECTION NOTES/COMMENTS:  

  

POU 8: DATA CLASSIFICATION 
Not 

met 

Part 

met 
Met 

8.1: Classifying Māori data 

A clear system is in place to 

classify Māori data in ways that 

make sense to Māori. 

          

8.2: Metadata 

Recorded relevant Māori 

metadata. Uses Traditional 

Knowledge Notices/Labels 

where appropriate. 

         

Source: Sterling, R., Kukutai, T., Chambers, T., & Chen, A. T. Y. (2024). A Māori data governance 

assessment of the NZ COVID Tracer app. Discover Social Science and Health, 4(1), 32. 
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